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Welcome to Hakin9’s first Advanced Offensive Security Training! Over the next ten months, you will learn the how to attack various types of information technology infrastructure, including Web Applications, and even develop our own exploits. Along the way, we will learn each of the steps we need to take to prepare for such an attack, including reconnaissance and scripting.
Before we begin on this long journey, we first need to put into place some stepping stones to get us there. In this first module, we will introduce you to Offensive Security’s hacking distribution, Kali Linux. Kali Linux is Offensive Security’s latest hacking/penetration testing platform, having replaced Offensive Security’s widely known and used BackTrack. Unlike Backtrack, Kali is built on Debian Linux rather than Ubuntu.

Navigating Kali
As we will be using Kali as our primary means of attacking IT assets over the next 10 months, it is important that we have an introduction and tour of Kali. For those of you who are new to Kali, please make certain that you spend adequate time familiarizing yourself with it and Linux, as it will pay dividends in the long run in this course and your career as a penetration tester. For those of you who already have significant experience with Kali and Linux, consider this a review and bear with us for just  a bit.
Kali is a Debian distribution of Linux with a GNOME interface by default (if you are more comfortable with KDE or other interface, you can replace it, but I will be using the default interface in this course), built by  Offensive Security and for offensive security. It has hundreds of tools built-in and is designed for hacking.  Most of the tools we want to access and use can be found under the Kali Linux tab under the Applications tab at the top of the screen. Let’s take a look at those.

As you can see in the screenshot above, when I click on the Applications tab at the top of the screen, it pulls down a list of choices and about mid-way down, we can see the Kali Linux tab. When we click on it, it expands to numerous categories of hacking tools. Hovering the mouse over any of those categories will reveal the tools available to us in each of those areas.
We can also select Top 10 Security Tools and it will reveal some very common and effective security/hacking tools. These are:
· 
· aircrack-ng
· 
· burpsuite
· 
· hydra
· 
· john
· 
· maltego
· 
· metasploit framework
· 
· nmap
· 
· owasp-zap
· 
· sqlmap
· 
· wireshark

One can quibble over whether these are the Top 10 security tools, but they are ALL great tools and we will be using each of them in this course.
The tools will generally be run from the CLI or command line interface. Unlike earlier versions of Backtrack and other hacking distributions, Offensive Security has placed all the applications in the /usr/bin directory and since this directory is in our PATH variable, these applications can be run from any directory,  making using Kali a bit simpler than BackTrack or other security distributions. If we navigate to /usr/bin and type ls -l, we can see displayed all of the applications available to us.
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For those new to Linux and Kali, there are numerous commands that are useful. Probably the most important initially are the locate and find commands. Locate enables us to search through a database maintained by the operating system for the name of a particular file. So, if we were looking for the apache2.conf file, we could type
kali > locate apache2.conf
The locate command is fast and easy, but it can only find files that have been there at least 24 hours as the database is updated overnight on most systems. A file that you created a couple of hours ago will not appear in the database until tomorrow.
While the locate command is fast, the find command is far more powerful. It enables us to find files by attributes and define where to look for them. For instance, if I wanted to find the same apache2.conf file, I could tell it to start looking in the /etc directory and look for a file (-type f) with the name (-name) apache2.conf
kali > find /etc -type f -name apache2.conf
Where:
/etc is the directory to search in
-type f tells it to search for  a file
-name tells find to search by name
apache2.conf is the name of the file to search for
[image: https://hakin9.org/wp-content/uploads/2015/02/5e194783081a7e5e5f1a652956774e9d.png]
After running this command, it comes back and tells us that apache2.conf is in the /etc/apache2 directory.  The find command is a very powerful Linux command with almost innumerable switches and options to help us find files based upon various attributes, such as ownership, time, size,  permissions, etc. It would be worth your time to further explore this command, but it is beyond the scope of our course.
Kali Linux Services
Kali has a number of built-in services that will be useful to our attacks. Probably most importantly will be the apache web server, but also SSH, TFTP, FTP and others. Many of these services can be started, stopped and restarted from the GUI interface.
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As you can see from the screenshot above, I can find the GUI interface for these services by going to Applications then Kali Linux and then System Services. When I hover over System Services it opens a menu of services. This is NOT a complete list of services, but only those that can be started and stopped via the GUI.
Other services are available, but must be started via the command line interface (CLI). We can start and stop any service by typing:
kali > service <name of service><action:start,stop,restart>
So, if I wanted to start the apache web server via the command line, it would be:
kali > service apache2 start
In addition, apache2 has a control script named apache2ctl. We can use it to start and stop the apache web server.
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Networking in Kali
Throughout this course, we will need to configure and reconfigure our network for optimal hacking. To do so, we will need to be familiar with a few  commands in Linux. The first and probably most important is ifconfig.  It is very similar to windows ipconfig as it will reveal the requisite networking and interface information.
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DHCP
To acquire DHCP assigned IP address, simply use the dhclient command with the name of the interface, in this case eth0
kali > dhclient eth0 
[image: https://hakin9.org/wp-content/uploads/2015/02/d6059318093e6e25c7b82ad10b89555f.png]
Setting a Static IP
To set a static IP, you can use ifconfig as follows:
kali > ifconfig eth0 <IP address>
[image: https://hakin9.org/wp-content/uploads/2015/02/acfbd47815300c8f55012483df03670c.png]
FTP 
Next, we want to install the pure-ftpd server. I prefer the pure-ftp server and it is in our Kali repository, so we can install it by typing:
kali > apt-get install pure-ftpd
[image: https://hakin9.org/wp-content/uploads/2015/02/ab40b7967dce3c4faba81f7df7fc086f.png]
TFTP
We will need a trivial FTP server for some of our labs, so let’s start one now. Built into this Kali Linux is the advanced TFTP server or atftpd. We can start it by typing:
kali> atftpd --daemon --port 69 /tmp
Where:
–daemon tells the service to run in the background
–port tells atftpd to listen on port 69
/tmp tells the service to use the /tmp directory as a source of files
[image: https://hakin9.org/wp-content/uploads/2015/02/667e74e0a598ef7af68a9438f9a5922c.png]
To test to make certain the atftpd daemon is running, we can use the netstat command and pipe it to grep filtering it for atftpd. As you can see in the screenshot above, we found it running on port 69.
VNC Server
Last, let’s test the vncserver built into Kali. We can activate it by typing:
kali> vncserver
Note that the first time you activate VNC Server, it will prompt you for a password. Provide it a password up to 8 characters and remember it, as you will need it again later.
[image: https://hakin9.org/wp-content/uploads/2015/02/4215ba24fd7009cb081981f39742cfb7.png]
 
Exercises for Module 1, Lesson 1:
1. Log on to Kali and check what interfaces you have. This will vary dependent upon your setup.
2. Select the wired interface (eth0) and set a static IP address such as 192.168.1.101.
3. Re-set your IP to a DHCP assigned IP and check Internet connectivity.
4. Start and stop your SSH, Apache, FTP, TFTP and VNC servers using the CLI and/or the GUI, if available.
[bookmark: _GoBack]
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root@kali:~# dhclient ethd

Reloading /etc/samba/smb.conf: smbd only.
RTNETLINK answers: File exists
rootakaliz~# |
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root@kali:~# ifconfig eth0 192.168.1.101
rootakali:~# ifconfig
etho Link encap:Ethernet HWaddr 08:00:27:46:40:04
inet addr:192.168.1.161 Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: fe8o::a00:27ff:fed0:4664/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:156 Metric:1
RX packets:146894 errors:0 dropped:0 overruns:0 frame:0

TX packets:23843 errors:0 dropped:@ overruns:@ carrier:0

collisions:0 txqueuslen:1060

RX bytes:75108202 (71.6 MiB) TX bytes:2579848 (2.4 MiB)
o Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.6

inet6 addr: :
UP LOOPBACK RUNNING MTU:65536 Mstric:l

RX packets:181277 errors:0 dropped:0 overruns:0 frame:0
TX packets:181277 €nfdrst ﬂT pet [oVgRfurfsi0|earrier:0

collisions:0 txqueyslen:q

RX bytes:63121999(60.11M18)1 L7X bytds:63121999” {601 MiB)
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root@kali:~# apt-get install pure-ftpd
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following extra packages will be installed:
pure-ftpd-comnon
The following packages will be REMOVED:
ftpd
The following NEW packages will be installed:
pure-ftpd pure-ftpd-common
0 upgraded, 2 newly installed, 1 to remove and 212 not upgraded.
Need to get 383 kB of archives.
After this operation, 753 kB of additional disk space will be used.
Do you want to continue [Y/n]? y
Get:1 http://http.kali.org/kali/ kali/main pure-ftpd-common all 1.0.36-1.1 [185
kB]
Get:2 http://http.kali.org/kali/ kali/main pure-ftpd 1386 1.0.36-1.1 (198 kB]
Fetched 383 kB in 1s (284 kB/s)
Preconfiguring packages ...
(Reading database ... 319037)TiYes nT Fﬂre[trnnr c\lmf\t\yv Tnstalled.)

Removing ftpd ...
Reptacing config file /etc/rlshecd-tifth i
rlinetd: no process found

Processing triggers for man-db

h-hew versson’ -/
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root@kali:~# atftpd --daemc 0] mp|
rootakali:~# netstat -anup
udp o ©0.0.0.0: -0-616}

16160/at ftpd
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root@kali:~# vncserver
You will require a password to access your desktops.

Password:
arning: password truncated to the length of 8.
Verify:
Would you like to enter a view-only password (y/n)? y
tesswﬂrﬂ:
arning: password truncated to the length of 8.
Verify:

New "X desktop is kali:l
(Creating default startup sdrit [77odt] .Wic/kstarti[ ][]

Starting applications specified|in freot/.vnc/xstartu
lLog file is /rouu.vnc/xaufHogJ—WJ PUEIRR
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root@kal.
|/etc/apache2/apache2.conf

find /etc -typel\f-riame-apache2-confl /) ol LS
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rootakali:~# apache2ctl start
lapache2: Could not reliably determine the server's fully qualified domain name,

lusing 127.0.1.1 for ServerNane
httpd (pid 16824) already running

rootakali:~# apache2ctl stop
lapache2: Could not reliably determine the server's fully qualified domain name,

lusing 127.0.1.1 for ServerName




image5.png
root@kali:~# ifconfig
etho Link encap:Ethernet Hwaddr 68:00:27:40:40:64
inet addr:192.168.1.107 Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: feg0::a00:27ff:fed0:4604/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1566 Metric:l
RX packets:137189 errors: dropped:0 overruns:@ frame:@
TX packets:23230 errors:0 dropped:® overruns:@ carrier:0

collisions:0 txqueuelen:1000

RX bytes:73829760 (70.4 MiB) TX bytes:2484073 (2.3 MiB)
o Link encap:Local Loopback

inet addri127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:169207 errors:0 dropped:0 overruns:0 frame:@

i o err S'Biarner 0
1L3x byt (563 nig)

collisions:0 txqueyslen:!
RX bytes:59083348-(56-3 1





